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PROGRAM DESCRIPTION

In 2009, the United States Army Command and General Staff College created the
(CGSC) Scholars Program to provide competitively selected resident CGSC students
with an intensive graduate-level educational experience. The program aims to develop
military practitioners comfortable with uncertain and dynamic systems that require
exploration, research, and articulated solutions to complex problems. Upon graduation,
CGSC Scholars are a valuable resource prepared to assist the Army and the Joint
Force in addressing the evolving operational environment. The number and nature
scholar seminars vary from year to year. With the Army’s growing focus on the
information dimension, CGSC established the Information Advantage (IA) Scholars in
Academic Year (AY) 2021-2022.

The AY23 IA Scholars cohort studied information advantage and the related
capabilities, concepts, and technologies. The program leveraged a variety of experts
across academia, major military commands, and civilian industry to cover topics
including artificial intelligence, data-driven decision-making, cyberspace operations,
narrative warfare, and the cognitive dimension. The IA Scholars traveled to various
locations to engage in unique learning opportunities and observe real-world capabilities.

The 1A Scholars field visits included the 1%t Infantry Division, Fort Riley, Kansas; Army
Cyber Command and Cyber Center of Excellence at Fort Gordon, GA; Army Special
Operations Command and XVIII Airborne Corps at Fort Liberty, NC; Marine Corps
Information Operations Center at Quantico, VA; National Ground Intelligence Center,
Charlottesville, Virginia; National Security Agency/U.S. Cyber Command at Fort Meade,
MD; U.S. Strategic Command at Offutt AFB, Omaha, NE; T-Mobile Headquarters,
Overland Park, KS; University of Missouri, Kansas City and University of Kansas,
Lawrence, KS. The cohort consisted of twelve CGSOC students from various
backgrounds and occupational specialties, including military intelligence, public affairs,
logistics, infantry, information operations, cyber, civil affairs, and signal. Two cohort
members were from the Air Force, and two came from the Marine Corps.

Each IA Scholar completed a publishable thesis as a requirement for CGSC’s Master of
Military Art and Science degree concurrent to the seminar’s study of information
advantage. The following are abstracts from each IA Scholar’s thesis. The Information
Advantage Scholars Program is designed to evolve from each IA cohort's lessons and
meet the needs of a changing technological and operational environment. As the Army
refines its approach to IA, the 1A Scholars Program seeks to collaborate across the
Army, Joint Force, interagency, academic institutions, and industry in this ever-growing
multi-discipline field of study. The Program Director, Mr. Peter Im, contact via email at
peter.s.im.civ@army.mil.



mailto:peter.s.im.civ@army.mil

INFORMATION ADVANTAGE

“An information advantage is the operational benefit derived when friendly forces
understand and exploit the informational considerations of the operational environment
to achieve information objectives while denying the threat’s ability to do the same.”

FM.3.0 Operations (2022)

The Information Advantage Scholars program begins
with a review of the role of information as an essential
element of the operational environment. Information is
often described in the context of other dimensions and
possesses essential role in warfare and warfighting.

With the release of FM 3.0 Operations, the 1A
Scholars had the unique opportunity to study and
review emerging Army information advantage doctrine
(ADP 3-13) as well as study the United States Marine
Corps’ MCDP-8 Information to understand
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information’s role, its functions, and the employment of various capabilities.

The Information Advantage Scholars Program offers a select group of students a range
of accelerated, rigorous, graduate-level studies that promote analysis, stimulate the
desire for continued learning, and reinforce academic research skills. Information

Advantage Scholars seek to understand the
complexities inherent in the integration of information
technology in the joint force and the recognize the
importance of compelling human narratives to achieve
operational success. Scholars develop tools through
study, reflection, and discussion to analyze challenges,
and independently seek solutions in the face of sub-
optimal alternatives. Scholars support each other’s
education through respectful dialogue and contribution
to the group seminar process.

This is accomplished through a rigorous curriculum
that survey of the doctrine, concepts, technology, and
application of information capabilities. The program
covers a a wide range of information advantage related
topics from strategic, operational, and tactical
perspectives. Students read assigned background
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material, actively participate in seminar discussions to analyze the course material with
the intent of addressing how the concepts and case apply to both the contemporary and



future environment. In seminar, scholars learn from each other based on their diverse
expertise and lived experience. They are expected to bond as a team and through
shared mutual respect of each other’s viewpoints and perspective and shared learning.

PROGRAM FLOW

“Research is the process of arriving at dependable solutions to problems through the
planned and systematic collection, analysis, and interpretation of evidence.”
CGSC ST 20-10

Information Advantage Scholars

NI 04-guomenpesn
¥ Bussesand N0

February March April May-June

MDMP - Network Operations - M431O0ffense - MDW Week - MMAS Defense
Introduction to (T-Mobile) - SPRING BREAK (CYBERCOM/NSA; - STRATCOM
Artificial Intelligence  [ESa YT p1LRV 0] - DataDriven DM CDAO; MCIOG, JHU) -  AFC
Cyber Foundations - Intro to Data - MDO inAction - KU-I2S(Instinfo Sci) - IAS Panel
Information Opns - Intro MLand DL - Innovation - Narrative Warfare - Reflection
M431 Offense - FM3.0/ADP3-13 - Cognitive Theory - AAR/Artifacts

- MMAS

TS

HA400 and L400 History of Innovation; Leadership Complex Org; Ethical Leadership

' A211 Overview Research conducted in support of the Master of
o Scope Prepareistudems psing aMasr f Wiy At ardScnc Military Arts and Science program is at the core
%m&f&eﬁé ih ?%’&'S&Snfs’muﬂ%‘?%iﬁmmi’ of Information Advantage Scholars program.
and pnnci Quide efiective research, research me ologies . . .
and research efhics Prospective scholars begin with A211/212
Method: Afer an ovenview of the MMAS program, study options, and (History) Research Methodology course which
research philosophy, lessons will cover topic selection, problem . .
gefiion fesearch quesion development.and cber mateial of e is conducted during core block. Students
RSakeEs SVl 1o Susets 1o devatp an ot | eanse Review i i
sl e il el develop their information advantage related
:mip‘&‘é?ﬁg:%%i’%?;ﬁ?&aggaﬁ”ﬂl«:z?m’““zérgp?é‘“ﬂ‘"e topics to form their research question and
el e submit a draft proposal of their research as part
of the application to the program.
ZNCAC

Military Decision-Making Process (MDMP): MDMP is the
core skill set for all field-grade leaders departing CGSC.
Scholars are introduced to the Mod 0 lessons as their first
class as a cohort. The introduction provides necessary
context in planning, leadership assessment opportunities,
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and the opportunity to learn and bond with one another. The ability to bring in faculty
SMEs during this block provides an opportunity for scholars to improve their skills in
critical/creative thinking, doctrine/organizations, and communications.

Introduction to AI/ML, Data, Cyberspace, Signals: This
block provides an overview of the technical foundations of
information advantage capabilities that are often used in the

‘2 ‘enable’, ‘attack’, and ‘influence’ pillars of IA. The objective is
' {0 provide a basic understanding of Artificial Intelligence ,

¥ principles that guide Al, introduction to data and statistics, and
overviews of how key technologies are used in order to
provide a working understanding of this evolving field of
information sciences. Field visits to local universities (UMKC — Missouri Institute for
Defense and Energy, KU — Institute for Information Sciences) and commercial entities
(T-Mobile, Microsoft) provides scholars with the opportunity to engage SMEs in machine
learning, innovation application, 5G networks, quantum, and network operations.

Influence, Cognition and Narrative: This block is focused on
the “influence” and “protection” pillars of Information
Advantage. An overview of cognition and how to identify and
protect against mal/mis/dis-information is a major focus on the
power of influence operations. SME’s provide various aspect
of how information is manipulated to achieve cognitive effects,
change or shift perception, and affect deC|S|on maklng
Communication content or
narrative is a critical component to
influence operations. Scholars are exposed to the power of
narratives that enable sense-making for decision-makers
and populations. This block also includes an overview of the
biological and psychological processes that affect
information reception and the impact they have on the
susceptibility to mis/dis-information.




Joint/MDO/Competition: During this block, approaches
to information as a joint function are surveyed through
readings and engagements from the services (USMC and
USAF). Despite general alignment of doctrinal concepts,
scholars explore and engage with SMEs ranging from

=~ CGSC faculty/MCTP/CADD observations of convergence
2 concept application during Division/Corps WFX,
engagements with unit G39s (1s' ID, ARCYBER, XVIII
ABC), and review of concepts from other nations/case
studies (RAND, RUSI, etc.). Discussions also centered
and the role and integration of space capabilities and well
as examinations of emerging concepts as well as such as
the SPACE-SOF-CYBER Triad. Additionally, concepts like JADC2 and associated
service approaches to achieving decision-dominance are explored to provide necessary
context for the technology, doctrine, and application of information capabilities from
tactical to strategic.

M431 Offense Planning - G39: The scholars form a G39 element and conduct a review
of information related capabilities (Intel, Signal, 10,
PO, CA,SP, EW, CY) to support planning within an
AOC staff group team. This opportunity provides the
scholars exposure to working in a large divisional
staff element, understanding of tactical/operational
challenges in LSCO, and an appreciation for the role
that information capabilities can provide in support of
warfighting functions. Staff integration enable AOC
staff groups to interact with scholars and draw from
their learning and specific branch expertise. .
Additionally, planning products from the G39 are key ——=
artifacts used to assess collective engagement as well as teamwork.

Field Visits and Virtual Engagement: Travel is an
integral component to the experiential learning of
scholars. Along with visit in the local Kansas City
ecosystem, travel to Fort Riley, Fort Gordon, Fort Liberty,
and the National Capital Region, Offutt AFB, NE enable
scholars to engage with
leaders and SMEs from

- ARCYBER, Cyber CoE, XVIII
ABC, USASOC, National Ground Intelligence Center
(Disruptive Tech Branch), Marine Corps Information
Operations Center, Joint Staff J6 (JADC2), CDAO, DA G2-IT,
DA G43, Army Chief Data Office, DINFOS,
NSA/CYBERCOM, Johns-Hopkins University Applied




Physics Lab. In addition to travel, the program makes use of virtual engagements
opportunities, such as with GEN(R) Petraeus, Ms. lulia Mendel (Ukrainian PAO),
MDTFs, J5 INDO-PACOM, and others.

A221 Thesis Defense: Scholars continue to refine their
research and writing of their 60-120-page thesis. Along with
their individual thesis committees, scholars also exchange
their draft chapters and receive peer and instructor feedback.
Additionally, each scholar must prepare an oral defense with
a thesis presentatlon This enables real-time peer feedback
=2 from the seminar on
presentation skills, organization
of content, and critiques of
analysis/conclusion. Scholars are assessed on their ability
3 to provide constructive input/critiques as well as their

& capacity to receive and incorporate feedback. Successful
completion of the 12 sessions prepares scholars for their

¥ actual thesis defense with their committees in A231.

Cohort Capstone Project: The scholars seminar has a
responsibility and obligation to share their learning
beyond the information advantage community of
practice. The scholar seminar is responsible for

§ developing an outreach event to inform the wider
military practitioner community as well as to extend our
institution’s reach. The past two cohorts elected to
conduct an Information
Advantage Panel
presentation covering topics
related to their thesis research. These forums are planned
and executed by the seminar and provides an opportunity to
invite external audiences to participate. Last year, members
of the University of Kansas Institute for Information Science
and T-Mobile participated as both audience and as final panel




members. The seminar found opportunities such as podcasts
(Cognitive Crucible) to share their research as well as learning from
their experience in the program.

Graduation







